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CHAPTER 1
I ntroduction and Historical Review

Efficient Network Management has always been a challenge for networks that scale to
the size of the Internet. The traditional protocols like SNMP [23] work well in small
networks. However, for larger networks, SNMP acts as a bottleneck and does not work
as an efficient tool. The two main problems associated with SNMP are scalability and
reliability. SNMP is not scalable since SNMP requests are usually not allowed to be
made outside of its own network. Further, there is presently no tool in SNMP by which
we can poll for the same data without sending the request again and again. This adds a lot
of overhead on the underlying network. SNMP also uses the unreliable UDP which does
not offer a guarantee that the packets will be delivered.

To simulate networks to the scale of the Internet is also a challenge to the network-
ing research community. Most of the simulators that are used today, like ns, SSFNet and
JavaSim, perform well for small networks but when used for large networks like the In-
ternet tend to take a lot of computing power. ns typically cannot scale to the size of the
Internet and specifically cannot simulate the BGP protocol. SSFNet while scalable adds
a lot of overhead requesting a lot of primary memory to run a network the size of the
Internet.

In this thesis we propose scalable and efficient solutions to both the above problems
- Network Management and Network Simulation. The first part of the thesis discusses
DOORS that is an efficient Network Management Middleware. The second part of the
thesis discusses Genesis that is a network simulator that can scale to networks the size of
the Internet. We believe that both these tools provide powerful techniques to administer

and simulate large networks.

1.1 Network Management: Previous Work

Some of network management’s oldest and most known protocols are SNMP and
CMIP. SNMP uses a simple request and reply paradigm where an SNMP client contacts
(through UDP) a networking device running an SNMP server with a request. The sever,



in turn, replies to the client with the requested information. SNMP also contains very
limited support for a push paradigm by using SNMP traps. SNMP, partially because of its
simplicity, has gained a very large share of the network management market share. More
information about SNMP can be found at [23]. CMIP [40] is much like SNMP but it is
used for an OSI network instead of TCP/IP networks. Because OSI networks are not as
popular as TCP/IP networks, standards were created to also use CMIP over TCP, called
CMOT [40].

SNMP can be inefficient as a network management protocol when many SNMP
request must be made. In many cases, when problems occur, management traffic in the
problem area increases, worsening the problem. Problems with the protocol have been
addressed by IETF and I1SO through modifications of their management architecture. SN-
MPv2 introduced hierarchical decentralization through the concept of proxy agents [9].
The proxy agent simply acts as a client to a group of devices on behalf of a network
management station. Another protocol derived from SNMP, RMON (Remote Monitor-
ing), provides network administrators with an additional level of statistics kept by the
RMON agent or probe and retrieved by an SNMP client [28]. The RMON specification
defines a set of statistics and functions that can be exchanged between RMON-compliant
console managers and network probes. This functionality of RMON to involve other
RMON agents, provides network administrators with a more comprehensive and global
network-fault diagnosis, planning, and performance-tuning information. Although these
decentralized features improve the state of SNMP, they do not provide the desired level
of decentralization and functionality needed to cope with large networks [14].

We have just discussed above that SNMP can be inefficient as a network manage-
ment protocol when many SNMP requests must be made. SNMPv2 introduced hierarchi-
cal decentralization through the concept of proxy agents [9]. The proxy agent simply acts
as a client to a group of devices on behalf of a network management station. Another pro-
tocol derived from SNMP, RMON (Remote Monitoring), provides network administra-
tors with an additional level of statistics kept by the RMON agent or probe and retrieved
by an SNMP client [28]. The RMON specification defines a set of statistics and func-
tions that can be exchanged between RMON-compliant console managers and network

probes. This functionality of RMON to involve other RMON agents, provides network



administrators with a more comprehensive and global network-fault diagnosis, planning,
and performance-tuning information. Although these decentralized features improve the
state of SNMP, they do not provide the desired level of decentralization and functionality
needed to cope with large networks [14]. RMON uses UDP for its underlying communi-
cation and it also requires repeated requests to be sent to get the same information from
the device to be polled. The DOORS system is better than RMON since it uses TCP
for communication and also the request has to be sent only once in the form of a mobile
agent. Moreover, some algorithms can also be added at the agent side which can compute
the important results and send only the final results instead of the polled data back to the
client. This helps reduce the bandwidth usage.

Barotto et al. [2] designed a network information retrieval tool using Java, CORBA,
and SNMP in which web clients use CORBA to submit SNMP requests to an object
representing the network. These requests are translated to standard SNMP requests and
then retrieved from the managed node. After successful retrieval, the values are sent back
the the web client. The system was designed as a CORBA proxy to allow administrators
to monitor or configure SNMP parameters from a web browser.

Fuggetta et al. [14], in a case study show the benefits and disadvantages of differ-
ent mobile code paradigms, discuss the advantages of an agent-based network manage-
ment system over the client-server model of SNMP. The authors conduct a mathematical
analysis of the network traffic used between SNMP, code on demand, remote execution,
and mobile agent systems and determined that, while the effectiveness of code mobil-
ity depends heavily on the characteristics of the task, mobile code paradigms such as
mobile agents can avoid bandwidth consumption problems in cases when management
functionality is most important. Typically, these cases include problem situations where
the manager will increase its interaction with the devices and possibly upload configura-
tion changes, increasing the congestion present. Consequently, congestion as an abnormal
status, is likely to trigger notifications to the management system, which worsens network
load.

Bauer et al. [4] use a repository for management of distributed applications in the
MANDAS (Management of Distributed Applications and Systems) project. The authors

concentrate on an area other than network management, but there are many similarities



with their work and ours. They use a Management Information Repository (MIR) to hold
information about their distributed applications. However, they have only one centralized
repository. Our implementation uses distributed repositories with advanced communica-
tion methods for transferring data between the repositories.

Harista et al. [16] describe MANDATE (MAnaging Networks Using DAtabase
TEchnology), which is a proposed MIB (Management Information Base) to support net-
work management. The authors propose to have operators interact solely with their MIB
for network management. Their MIB holds information about the network, similar to
our network of repositories. Implementation of MANDATE is client-server based with
sophisticated client caching. Our implementation is based on distributed agents with

caching between repositories for performance and availability.

1.2 Network Simulation: Previous Work

The Internet is unique in its size, support for seamless interoperability, scalability
and affinity for drastic change. The collective computational power of all Internet routers
involved in network traffic routing makes the Internet the most powerful computer in
the world. Network packets are processed and routed in a very short time in the order
of a fraction of a second. These very characteristics make the Internet hard to simulate
efficiently. The current state-of-the-art Network Simulators are ns, SSFNet and PDNS.
While each of these have been successful in simulating specific topologies, none of these
are truly scalable a,s either they cannot simulate networks the size of the Internet or if
they can scale, then these simulators need a lot of memory and computing power.

To overcome these problems, we propose Genesis, which combines simulation and
modeling in a single execution. Genesis uses a high granularity synchronization mecha-
nism between parallel simulations of the parts of a network. This mechanism uses check-
pointed simulation state to iterate over the same time interval until convergence. It also
replaces individual packet data for flows crossing the network partitions with statistical
characterization of such flows over the synchronization time interval. We had achieved
significant performance improvement over the sequential simulation for simulations with
TCP and UDP traffic. However, this approach can not be used directly to simulate dy-

namic routing protocols that use underlying network for exchanging protocol information,



as no packets are exchanged in Genesis between simulated network parts. We have devel-
oped a new mechanism to exchange and synchronize BGP routing data among distributed
Genesis simulators. The extended Genesis allows simulations of more realistic network
scenarios, including routing flows, in addition to TCP or UDP data traffic.

Large memory size required by simulation software hinders the simulation of large-
scale networks. Based on our new support of distributed BGP simulation, we developed
an approach to construct and simulate networks on distributed memory using Genesis
simulators in such a way that each participating processor possesses only data related to
the part of the network it simulates. This solution supports simulations of large-scale
networks on machines with modest memory size.

Genesis offers a novel approach to scalability and efficiency of parallel network
simulation and we demonstrate that it can be applied to protocols that use traffic feedback
to adjust the source traffic rate. The described method can be seen as a variant and modifi-
cation of a general scheme for optimistic simulation referred to as Time-Space Mappings.
Our approach partitions the network into domains and the simulation time into intervals.
Each domain is simulated independently of and concurrently with the others over the
same simulation time interval. At the end of each interval inter-domain flow delays and
packet losses are exchanged between domains that iterate over the same time interval
until the exchanged information converges to a constant value within the prescribed pre-
cision. After convergence, all domains start working on simulating the next time interval.
This approach is particularly efficient if the simulation cost grows faster than linearly as
a function of the network size, which is the case for computer networks in general and
the Internet in particular. Genesis approach is independent of simulators used for sim-
ulating domains. It is useful in all applications in which the speed of the simulation is
of essence, such as: on-line network simulation, network management, ad-hoc network

design, emergency network planning, or Internet simulation.



CHAPTER 2
Networ k M anagement using DOORS

2.1 Introduction

Rapid growth of computer network sizes and uses necessitate analysis of network
application middleware in terms of its scalability as well as performance. In this chapter
we analyze a distributed network management middleware based on agents that can be
dispatched to locations where they can execute close to the managed nodes. Our system
allows multiple managers to probe problem areas without adding management traffic to
them. We discuss and quantify the benefits of such distribution by implementing real-time
network managers using our distributed framework.

The main result of this chapter is a comparison of scalability and efficiency of our
agent based management middleware and traditional SNMP based data collection. To
this end, we measured traffic in both real and simulated networks. In the later case, we
designed, used and described here a method of segmenting simulated applications flows

into smaller “separable” flows to simplify design of simulations.

2.2 The DOORS System and Architecture

To support the decentralization of network monitoring tools, we propose DOORS
(Distributed Online Object Repositories) that facilitate scalable collection and manipula-
tion of several forms of network data. The DOORS system manages and schedules client
data requests at its repositories. The repositories then configure mobile agents to travel to
a node very close to the managed device. Once the agent arrives at its destination, it polls
the managed device, performs client requested procedures, and sends the result back to
the repository to be forwarded to respective clients. The use of agents allows us to place
more functionality into what the client perceives as the “request.” A DOORS client may
ask for various forms of direct network data, as well as any function f(¢, z¢, x1, ..., z,,) of
network data and time, where the argument xz; denotes data collected at discrete time ¢ for
0 <t < n. Typically, the function f is a statistical manipulation of network monitoring
data. As the agent executes some functions at the remote location, the DOORS system

6



effectively moves the computation closer to the data. This solution drastically reduces the
total bandwidth used by any tools which monitor large networks.

At the core, the DOORS system provides an efficient, fault tolerant method for the
acquisition, management, manipulation, aggregation, and caching of network data and
objects [5]. We aim to make DOORS scalable to the largest existing networks with hun-
dreds of thousands of nodes that cannot be managed using traditional, strictly hierarchical
approaches.

One of the main goals of the DOORS system is to provide its services with an
absolute minimum impact on the network. The repository itself assists in this goal by the
functionality it passes to the client through the requesting language. In the cases discussed
in this paper, each client request requires collection of a certain set of SNMP variables
S = {vy,vq, ..., U, } €VEIY tinierva SECONS for a total duration of ¢,,,,, seconds. To satisfy
such a request, DOORS system uses a push method of the client requesting data only once
but having the data delivered to the client many times.

DOORS system uses several components to retrieve and process network data. A
simple graphical representation of these components working together for a local data
request (involving only one repository) is given in Fig. 2.1. In this section, we will briefly

discuss the purpose of these components.

Mobile SNMP

9
,

)

Agent travel, "
data updates returned Dataretrieva

Figure 2.1: DOORS Architecture

2.2.1 Repository

The repository controls agents and coordinates requests from different clients as
well as other repositories. Depending on the appropriate action for a particular client
request, the repository will either consult the database, create a new agent, send a message

to expand the role of an existing agent, or simply add another client to the list of already



distributed data [6].

2.2.2 Mobile Agents and the Polling Station

The mobile agents travel from the repository to a polling station to request the
actual data from the destination object at a close range. Agents reduce the network load
by passing back only the data necessary for the client and the repository. This is especially
useful when additional processing functionality is added to the agent. In such a case, the
agent returns only the result of some computation or manipulation of data.

DOORS agents communicate with their sender using the TCP protocol that pro-
vides acknowledgment based reliability. In contrast, traditional SNMP uses UDP which
allows for undetected data losses during communication. The reliability benefits of TCP
are desirable but come at a cost of increased bandwidth needed for acknowledgments (see
Section 2.3 for an explanation of how we counteract it).

The polling station is a critical component, because it is difficult to send an agent
to sit on the router itself. Many routers use proprietary operating systems. In addition,
running the collection programs directly on the routers may introduce unacceptable load
on the routers. The polling station simply needs to run an agent server which can receive

the agents and allow them to execute their tasks close to the managed node.

2.2.3 Other Components
We also use two minor components on an infrequent basis. We use a CORBA
nameserver to resolve CORBA object references for client-repository communication.

We also use a superserver to correlate polling stations and managed nodes.

2.3 Reaults

As previously stated, we retrieve SNMP data from the routers that are targeted in
client queries. In this section, we compare the bandwidth used by clients requesting data
through the DOORS system with the bandwidth needed by the same requests executed
using the traditional SNMP method. We implemented our design on an isolated computer
lab configured to represent a small autonomous system (AS) topology, shown in Fig. 2.2.

This topology involves three logical networks joined by a backbone consisting of three



core routers. All of the routers in the AS are connected by Ethernet or serial links and
run the dynamic routing protocol OSPF [17]. Hosts are connected to some of the routers
through 10Mb Ethernet connections.

We compare the amount of bandwidth used when single and multiple clients are
present. To measure the traffic incurred across these networks, we monitor the traffic seen
by the seriall interface of core router BB3 (the link on the left side of the top backbone
router in Fig. 2.2). When standard SNMP methods are used, clients are on nl and n2
and we poll the Ethernet interface of router P1R2 (target) in Net 1. When the DOORS
system is used, clients are on nl and n2, the naming server and repository both on n3, the
superserver on n4, and the polling station (n7) close to the target (P1R2) on Net 1.

POLLING STATION
TARGET ROUTER ™ -= === -~~~ -=------ N il i R .
I [ I

|
HPZRZ b-{Prs ] H [Par2 || Para |
CLIENT 1 :-@ 3 ! :
=) e
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. z I
; - !
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|
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| NET2 |
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Figure 2.2: Sample Autonomous System (AS) Topology

2.3.1 Isolated Network Tests

To compare the bandwidth usage incurred through data collection under both DOORS
and traditional SNMP polling,we collected data at various time intervals including 3, 5,
7 and 10 seconds. We show the savings in bandwidth usage in Fig. 2.3 which shows the
data collection at three second intervals under both DOORS and SNMP. We note that for
different time intervals, the DOORS system performs much better than SNMP and the
results are similar to Fig. 2.3. Moreover, the bandwidth used under DOORS remains ef-



10

Doors vs. Traditional SNMP - 3 Second Interval
12

T T T T T T T
Doors —+—

Traditional SNMP -~~~
Base Bandwidth -------

08 |

0.6

Bandwith Usage

04

02|

Number of Clients

Figure 2.3: 3 second interval bandwidth usage plot

fectively constant regardless of the number of clients, because only one message per the
data collection interval is sent back to the repository to be distributed to all clients.

Our goal is two fold, we want to provide an effective way of data collection while
putting a minimum strain on the network. At the same time, we want the clients to receive
the data in a timely fashion. We have already shown how DOORS meets the first goal.
We now examine how the DOORS system impacts the client. We use a simple, first-
order statistical analysis of the data received by the client to examine the variance in the
times between successive returns of information, or inter-polling time. We compare this
variance by calculating the standard deviation of the inter-polling time of the clients. We
use two standard deviation statistics, average-based standard deviation and actual-based
standard deviation. The average-based standard deviation evaluates the standard deviation
through computation of each interval’s difference from the sample’s average interval (also
known as sample standard deviation). This will measure the regularity and smoothness
of the inter-polling interval. The actual-based standard deviation involves computation of
each interval’s difference from the polling interval requested by the client. This devia-
tion statistic measures how close the intervals are to the actual interval requested by the
client. The graph describing these statistics under different levels of congestion (currently

defined by average link utilization) is shown in Fig. 2.4.
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Figure 2.4: 3 client isolated network case, standard deviation plot

The normal SNMP client has a low average-based variance because, using UDP
as a transport protocol, its inter-poll time is based only on the network latency and load
which are relatively constant in the isolated network.

Because our agents use TCP to send data back to the client, we see a difference in
the variance of the actual polling interval perceived at the client. TCP uses many different
algorithms, such as control loop based flow control, slow start, congestion avoidance,
and its windowing mechanism. The collective use of these algorithms causes delays and
oscillations in TCP delivery times compared to that of UDP [18]. However, because
the DOORS system sends the configured agent close to the router, the DOORS system
does not suffer the delays of traversing the network for the request portion of the request-
reply paradigm. Our agent also has an open connection with the repository for long-term
message passing. These details allow DOORS to have a fraction of the latency time the
normal SNMP client has, and thus reduces its actual-based standard deviation.

As seen in Fig. 2.4, even though the standard deviation of DOORS about the average
is higher than that of the SNMP client, the standard deviation about the request, or actual
interval is lower than that of the SNMP client. This means that DOORS may be a bit more
variable in the exact times it returns the data, but it almost always returns it faster than
the SNMP client. The other side of this comment is also true. The SNMP client almost
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always takes longer to return the data, but it returns it at a more consistent interval.

The most interesting results come from the single client cases. For each time inter-
val data SNMP needs both a request and a reply (a pull method) while DOORS simply
sends the data (a push method). Because of the differences in the underlying protocols
and the methods used to get data from the two systems, we will compare the two systems
on a transaction basis, where a transaction is simply the client receiving a new instance
of data at the polling interval requested. In this section we compare transactions on a
packet basis. The number of bytes in each packet were computed by adding 4 bytes for
checksum to the measurement obtained from a tcpdump process on a machine in the same

network.

2.3.2 The Standard SNMP Transaction

The SNMP transaction involves two packets: Snmp;equest and Snmpyep,,. Accord-
ing to the SNMP protocol, the same message format, containing SNMP headers followed
by name-value pairs, is the basis for both the request and reply. The only difference be-
tween the two messages is that value fields are not populated with the actual values in
the request packet. Due to SNMP’s use of ASN.1 and the BER (Basic Encoding Rules)
encoding standards, the difference in bytes between the request and reply depends on the
type of data sent and sometimes on the data values themselves [23]. The sizes for the
SNMP transaction packets in our experiments are 161 bytes for request and 175 bytes for

response for the total of 336 bytes.

2.3.3 The DOORS Transaction

Part of TCP’s overhead is its three-way handshake [25]. However, the DOORS
agent maintains the connection with the repository over the entire collection period, so the
single connection handshake overhead can be amortized over the life of the connection.
Therefore, the difference between the bandwidth used by the two methods is in the data
messages sent back from the agent. In TCP, data must also be acknowledged with a
special packet. In our case this packet is a simple acknowledgment but its size must be 64
bytes (the minimum Ethernet frame size). We have no need to send a request, so the only

packet we send is the new data packet, holding the data and some synchronization content
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for the agent system. The sizes for the DOORS transaction packets are 122 bytes for data
and 64 bytes for acknowledgment, so 186 bytes total, less then 336 bytes required for
SNMP. Hence, DOORS is an efficient solution to data collection, lightening the footprint

of any network management application.

2.3.4 Preprocessing Case

Many research efforts use SNMP to gather vital network statistics and determine
trends in the traffic traveling across the network. DOORS can play an integral role in
these applications by reliably collecting the needed data close to the device in question,
and doing part or all of the necessary calculations in the agent. To evaluate the contri-
bution of DOORS in such a situation, we use DOORS as a component of the Network
Problem Forecasting solution developed by Thottan and Ji [26]. These authors detect
changes in traffic patterns using a sequential Generalized Likelihood Ratio (GLR) test by
gathering SNMP data in groups of ten, and creating piecewise stationary autoregressive
models. The Generalized Likelihood Ratio was then used on the autoregressive coeffi-
cients. Once changes are detected using the GLR, the authors correlated the different
alarms with (NFS) failures confirmed in system logs.

Thottan and Ji conducted traditional SNMP polls to retrieve the data necessary for
the calculations. We can thus modify the DOORS system to implement the windowing
and autoregressive calculations in the DOORS agent (called as autoregressive DOORS
agent), sending only the likelihood values back to the client for filtering and comparisons.
This division of the algorithm saves the cost of N — 1 polls across the network per time
window, where NN is the number of intervals used in each window, because only one set of
statistics is sent back per window versus a set of data for every poll. Hence, this solution
reduces the bandwidth used by a factor of at least N — 1.

As Fig. 2.5 shows, the autoregressive agent uses very little bandwidth, far less than
the bandwidth used by standard SNMP polling. In Fig. 2.5, the bandwidth statistic of
background traffic caused by the routers using OSPF is 0.126. DOORS cannot fall below
that point, but it gets close.
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Figure 2.5: 3 second interval autoregressive case, bandwidth usage plot

2.3.5 Comparisons of all methods

The differences in bandwidth usage across the many methods including our pre-
processing case are shown in Fig. 2.6. It demonstrates that SNMP clients use consider-
ably more bandwidth than the DOORS client. It also shows that additional savings are

achieved when part of the algorithm is assigned to the agent.

2.3.6 Extended Scalability Evaluation through Simulation

To allow more flexibility in our evaluation and extend it to larger topologies (that we
cannot test in our isolated lab), we used simulation based on the SSFNet simulator [12].
However, as applications grow in complexity and numbers of connections, the exact be-
haviors of many simple applications may become very difficult to model. To avoid the
hardships of significant simulator code revision, we analyze our application to find ap-
propriate synchronization points whereby we can divide the application flow into smaller,
easily simulated component flows. These synchronization points of application cause
many applications to execute a sequence of stages. Flows in each stage often happen at
non-intersecting times. They frequently happen at separate, non-intersecting physical lo-
cations in the network. Even if some flows are active at the same time and possibly at the

same place, they can still be modeled separately if their interactions are negligible. Flows
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Figure 2.6: Joint bandwidth usage plots of 3 second intervals

that can be simulated separately from others and still approximate well the behavior of
the application are referred to as separable.

Separability in networking is not an entirely new concept. To simplify solutions
of queuing circuits, queuing separability is used [15]. It enables evaluation of the per-
formance of a complete circuit by evaluating circuits subcomponents in isolation. The
performance of the circuit as a whole can then be computed by a combination of these
separate solutions [3]. Kleinrock describes the concept of separable performance mea-
sures as those that may be expressed simply as a sum of terms, each of which depends
only on the flow in a single channel [19]. An extensive discussion of separable queuing
network models, including their requirements, limitations, and extensions, can be found
in [20].

In our approach, separable flows enable the modeler to divide a complex flow of an
application into separate, easily simulated flows. Much like in the other approaches, the
results of the separate simulations can then be combined to compute overall performance
of the entire application. The type of combination needed depends on the type of metrics
involved. Often, for flow source-destination delay or loss, it involves a sum or the maxi-
mum of the results of separately simulated flows. Combining by a sum is valid whenever

the system response is linear for the range of application flows that are of interest.
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2.3.7 Example

Fig. 2.7(a) shows the architecture of a simple Content Distribution Network (CDN)
provider. To quantify the benefit of the CDN provider, the delay of a flow using CDN
surrogate servers must be compared to the delay of a flow using Internet paths. These two

flows are presented in Fig. 2.7(b and c).

Primary Data Networ k

Prlmary <— CDN paths
Content Server <----= Non-CDN paths

Surrogate
Content Server

Surrogate
Content Server

Cllent ffffffffff [ = Cllent

(a) Simple Content Distribution Network(CDN) architecture

Segment B
Time (0) Time (0)
n (1-hit%)*n
O, OREC =ty
Time (k) : Time (k) (1-hit%)*n
}7 Segment A 4{ ‘ SegmentA ‘
(b) Internet path application fow (c) Surrogate Server path (CDN) application

fow

Figure 2.7: Architecture and flow diagrams for CDN application.

The Internet path (Fig. 2.7(b)) represents a simple request/reply communication
between a client and a server, so it can be easily simulated directly (without separation). If
there are n requests in one direction, there would be » responses in the opposite direction.
The CDN path (Fig. 2.7(c)), involving a client, server, and a surrogate server, is a bit more
complicated. In the CDN path, the client would issue n requests to a surrogate server, out
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of which (hit_ratio * n) would be successfully replied to by the surrogate with no need
to go to the primary server. However, the surrogate server would also need to pause its
connection with the client while seeking the original information from the primary server
(1 — hit_ratio) *x n times. This type of behavior is difficult to model in many generic
simulators. Therefore we benefit from dividing the flows at the synchronization point (the

surrogate server) for separate simulation

2.3.8 Single AS Simulation

The traditional SNMP data collection uses a single connection at each iteration, so
separation in this case is not necessary. For DOORS, however, we divide the frequently
occurring parts of our application into three flows (shown in Fig. 2.8).

Flow A is the communication between the client and repository involving one re-
quest and n responses where n is the number of iterations. Flow B is the communication
between the repository and the polling station involving a possible one-time sending of
the agent and n data responses. Flow C is the communication between the polling station
and the managed node (router) involving the SNMP request and reply which both happen

n times.
Time (0) | Flow B |
I} O C T
‘me ‘FlOWA‘ ‘FlD\NC‘
Figure 2.8: lllustration of DOORS connection architecture
In this case:

e A X B involves both network and host level interaction because flow A shares
a small part of the network path of flow B and both flows share the repository.
However, we rate the network interaction as minimal because the client is only
sent the data after flow B completes its path. The only way the two flows would
significantly interact is if the one way trip time of flow B’s path + polling interval
is less than the one way trip time of flow A’s path. The polling intervals are on
the order of seconds, while the one-way trip times are on the order of milliseconds,
making the above scenario highly unlikely. The interaction the two flows have on
the machine only consist of an open connection and has also been deemed minimal.
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e B X C involves both network and host level interactions because they share a small
network path and the polling station. Their network interaction is minimal because
they are on the same network and both sections’ traffic collectively only consist
of one more message per time interval than the traditional SNMP method. Their
interaction on the polling station is also minimal because it simply conducts the

polling and sends the result to the repository.

e A X C = 0 because they are in two totally different networks.

Standard Deviation Plot - 3 Second Polling Interval
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Figure 2.9: Standard deviation plot for AS simulation

In our simulation, we are interested in the effect of the DOORS framework per-
ceived by the client. Therefore, we simply add the delay values from the three separable
flows of the DOORS application to compare with the corresponding traditional SNMP
requests.

Our simulation results for the AS (the same AS shown in Fig. 2.2) are shown in
Fig. 2.9 and Fig. 2.10. In these graphs we show statistical results of simulation under
varying degrees of traffic created by background communication agents sending contin-
uous streams. The levels of congestion [none, low, medium, and high] correspond to
an increasing number of background communication agents. These background com-

munication hosts exchange large amount of data, adding a lot of queuing delays to the
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Figure 2.10: Average Interval / Packet Drops in AS simulation

routers and leading to congestion. In case of “none” level of congestion, there are no
background hosts in the network and hence the only traffic that flows in the system is
that of the DOORS transaction/SNMP polling requests. We then increase the number of
background hosts in the subsequent levels of congestion. Thus, at congestion level “high”
the network is highly congested resulting in a lot of dropped packets. Using traditional
SNMP worsens the problem since it uses UDP for data communication which does not
implement congestion control. Also SNMP requires repeated transmission of requests
after regular time intervals. DOORS on the other hand uses TCP which does implement
congestion control. DOORS also reduces the number of requests since the mobile agent
has to be sent only once to the agentserver, which then sends back repeated responses to
the client. Fig. 2.9 is similar to the standard deviation plot shown in the isolated network
case and shows the variance in the inter-polling interval under varying degrees of traffic.
Fig. 2.10 shows the average inter-polling interval on the left-side y axis, while displaying
the percentage of dropped request on the right. A dropped request means the client did not
receive data for that particular interval due to network load. It is important to note here
that the traditional method dropped 6% of the SNMP requests in the medium congestion
case and 18% in the high congestion case. In the DOORS case, this does not happen

because our TCP layer insures safe arrival.
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2.3.9 Multiple AS Simulation

To continue our scalability evaluation in larger topologies, we simulate our system
in a USA Internet topology, shown in Fig. 2.11, consisting of 25 virtually identical Au-
tonomous Systems, each containing 1,300 hosts, 27 internal OSPF routers, and one AS
BGP boundary router.

Figure 2.11: Sample USA Internet Topology

We simulate our architecture assuming that multiple managers may exist in the
same AS with interest in a trouble spot in another AS. A client analysis of the results
is described in Fig. 2.12 and Fig. 2.13 that show the same type of relationship between
DOORS and SNMP as Fig. 2.9 and Fig. 2.10, respectively. In the USA topology, the
traditional method dropped 4% of the SNMP request in the medium congestion case and

33% in the high congestion case.

2.4 Contributions

My role in this project started with investigating how secure the DOORS system is.
This involved a lot of background research in the area of security of mobile agents. | also
investigated the source code of the DOORS system and was responsible for quite a few
changes in the DOORS system. Gradually my work shifted towards network simulation
and | started investigating how to show the scalability of the DOORS system. We first
constructed an Autonomous System in our laboratory and my role was to administer the
running of the DOORS system and to write the scripts for efficient running of the system.
I also wrote a lot of programs to create congestion in the network. The congestion was
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monitored using the program tcpdump and DOORS was found to be much better than
traditional SNMP.

To continue the scalability of evaluation | next constructed a topology similiar to the
DOORS system and ran this under the SSFNet simulator. The topologies varied from one
Autonomous System to a network consisting of 25 Autonomous Systems, approximating
the network size across the United States. | also ran a lot of tests to congest this network
to show that DOORS is especially suitable for networks which are typically congested. |
also showed that while there are packet drops in the SNMP protocol, the DOORS system
efficiently and successfuly sends the packets across the network.

I also modified the SSFNet simulator to make it suitable for the DOORS system.
In the current SSFNet framework, for each response that is to be received by the client, a
request has to be sent by the client. However, in the DOORS system, we need multiple
responses corresponding to each request. This change was done by me by changing the
actual SSFNet simulator code. Changes were also made to the simulator to reflect the

seperability theory .
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CHAPTER 3
Network Simulation using GENESIS

3.1 Introduction

In simulating large-scale networks at the packet level, a major difficulty is the enor-
mous computational power needed to execute all events that packets undergo in the net-
work [31]. Conventional simulation techniques require tight synchronization for each
individual event that crosses the processor boundary [29]. The inherent characteristics of
network simulations are the small granularity of events (individual packet transitions in a
network) and high frequency of events that cross the boundaries of parallel simulations.
These two factors severely limit parallel efficiency of the network simulation execution
under the traditional protocols [29].

Another difficulty in network simulation is the large memory size required by large-
scale network simulations. With the emerging requirements of simulating larger and more
complicated networks, the memory size becomes a bottleneck. When network configu-
ration and routing information is centralized in a network simulation, large memory is
needed to construct the simulated network. Moreover, memory size used by the simula-
tion increases also with the intensity of traffic loads that impact the average size of the
future event list. Although memory requirements can be tampered by the good design
and implementation of the simulation software [32], we believe that to simulate truly

large networks, the comprehensive, distributed memory approach needs to be developed.

3.2 Typical Memory usagein network simulation

To have an idea of a typical usage of memory by the popular SSFNet simulator [34],
which is used by the networking research community, we ran a few tests with different
topologies with the number of Autonomous Systems ranging from 15 to 35 and different
amount of traffic flowing in the network. The result is as shown in the tables 3.2 and 3.2
and Figure 3.1.

The topology being used is a modified version of the topology at the SSFNet
site [34]. To see the effect of congestion in the network, the number of background
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No. of AS’s | Background traffic hosts | Memory Used(MB)
15 0 275
15 12 452
15 24 433
20 0 540
20 12 519
20 24 519
25 0 770
25 12 746
25 24 747
30 0 774
30 12 786
30 24 782
35 0 1139
35 12 1148
35 24 1345

24

Table 3.1: Memory Usage in SSFNet vs. Topology(Frequency interval=0.0005 sec)

No. of AS’s | Background traffic hosts | Memory Used(MB)
15 0 275
15 12 732
15 24 1120
20 0 540
20 12 827
20 24 1078
25 0 770
25 12 1157
25 24 1165
30 0 774
30 12 1219
30 24 1219
35 0 1139
35 12 1148
35 24 1345

Table 3.2: Memory Usage in SSFNet vs. Topology(Frequency interval=0.0001 sec)
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Figure 3.1: Memory Usage in the SSFNet Simulator

hosts in each topology is also changed where each background host represents a UDP
session where a file of size 1290000000 bytes is being exchanged by the server and client
in packet size of 300 bytes each. Also, the frequency of the sending rate of the server
is modified to vary the congestion in the system. As show in the figure, the memory re-
quired to perform this simulation is huge and requires a computer with a large amount of
primary memory to efficiently simaulte networks to the scale of the Internet.

3.3 Concept and Idea of GENESIS

In this chapter we discuss GENESIS which is a novel approach to both scalabil-
ity and efficiency of parallel network simulation [35, 36]. Genesis combines simulation
and modeling in a single execution. It decomposes a network into parts, called domains,
and simulation time into intervals, and simulates each network partition independently
and concurrently over one interval. After each time interval, flow delays and packet drop
rates observed by each domain simulator are exchanged with others. Each domain sim-
ulator will model the traffic external to its own domain based on the flow data received
from other domains. Link proxies are used in Genesis to represent the external traffic

paths. Domain simulators iterate over the same time interval until they reach a global
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convergence with controllable precision. An execution scheme is shown in Figure 3.2
that illustrates also synchronization between the repeated iterations over the same time

interval and use of checkpoints for the domain simulators [36].

Figure 3.2: Simulation Execution Scheme in Genesis

Genesis achieved performance improvement thanks to simulating smaller number
of events and its infrequent, high-granularity synchronization mechanism. No individual
packet was synchronized between two parallel simulations; instead, packets were “sum-
marized” on some metrics (delay, drop rate, etc.) and only these data were exchanged
between domains at the end of each time interval. This approach was designed to simu-
late TCP and UDP data traffics, but could not be used to simulate some other flows, for
example, data flows providing information for routing protocols. This is because the traf-
fic of a routing protocol cannot be summarized; instead, different content and timing of
each routing packet might change the network status. Particularly, our desire to simulate
BGP protocol required us to develop new synchronization mechanism in Genesis.

Many parallel simulation systems achieved speed-up in simulation time, however,
they also required that every machine involved had big enough memory to hold the full
network, the requirement most easily achievable through the systems with shared mem-
ory. In Genesis, we have fully distributed the memory usage and we describe in this paper,

the new version that overcomes the memory size limitation.
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3.4 Simulation with Distributed Memory and Proxy Links

Simulations of large-scale networks require large memory size. This requirement
can become a bottleneck of scalability when the size or the complexity of the network
increases. For example, ns2 uses centralized memory during simulation, which makes
it susceptible to the memory size limitation. The scalability of different network sim-
ulators was studied in [32]. This paper reports that in a simulation of a network of a
dumbbell topology with large number of connections, ns2 failed to simulate more than
10000 connections. The failure was caused by ns2’s attempt to use virtual memory when
swapping was turned off. This particular problem can be solved by using machines with
larger dedicated or shared memory. Yet, we believe that the only permanent solution to
the simulation memory bottleneck is to develop the distributed memory approach.

In the version reported in [35], Genesis did not distribute network information
among domain simulators. Each of them had to construct the full network and to store
all the dynamic information (e.g., routing information) for the whole network during the
simulation. To avoid such replication of memory, we developed a new version of Genesis
which completely distributes network information. Thanks to this solution, Genesis is
able to simulate large networks using a cluster of computers with smaller dedicated mem-
ory (compared to the memory size required by SSFNet simulating the same network).

Memory distribution is particularly challenging in Genesis, because of its special
high granularity synchronization approach. In Genesis, within one time interval, one do-
main simulator is working independently of others, simulating the partial traffics flowing
within or through that domain. Other parts of these traffics, which are outside of that do-
main, are simulated by proxy links which compute the packet delays and losses based on
flow “summaries” provided by the outside domain simulators [35]. If the network infor-
mation is completely distributed among the domain simulators, each one has information
about only a part of the network. Hence, these simulators cannot simulate global traffics
independently because information about a flow source or its destination, or both will
not be there. We should notice the difference here from other event-level synchronization
systems. In those systems, to simulate distributed network, each individual event crossing
the boundary is forwarded to remote simulators regardless of its “semantic meaning”, and

the parallel simulators do not need to simulate global flows independently.
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As a solution, in each domain we introduced traffic proxies that work on behalf of
their counterparts in the remote domains. Traffic proxies send or receive TCP or UDP
data packets as well as acknowledgment packets according to the produced feedbacks. To
simulate inter-domain flows, partial flows are constructed between local hosts and proxy
hosts. Thus, in the simulation of one AS domain, the simulator just simulates one part of

an inter-domain traffic by using proxy hosts and proxy links, as shown in Figure 3.3.

Proxy Host
Y Inter-domain traffi Proxy Host
Q‘\\\ 777777777 O
Proxy Host

777777 O

(O Proxy Host Inter-domain traffic

,,,,, Proxy Link

AS Domain Simulator
Figure 3.3: Proxy Hosts and Inter-domain Traffic

The actual traffic path between local hosts and remote hosts must be decided by
inter-AS routing. For example, inter-AS routing changes can cause remote inbound traffic
to enter the current AS domain from different entry points, thus routing the flow through
a different path inside the domain. We developed a method, described below, to construct
these remote traffic paths and to automatically adjust them to reflect the current inter-AS
routing decision.

3.5 Performance Evaluation

To test the performance and scalability of the Genesis extension described here and
to compare them to those of SSFNet, we use a modified version of the baseline model
defined by the DARPA NMS community [33]. The topology for the model that we are
using can be visualized as a ring of nodes, where each node (representing an AS domain)
is connected to one node preceding it and another one succeeding it. We refer to each
node or AS domain as the “campus network”, as shown in Figure 3.4. Each of the campus
networks is similar to the others and consists of four subnetworks. In addition, there are
two additional routers not contained in the subnetwork, as shown in the diagram.
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Figure 3.4: One campus network

The subnetwork labeled Net 0 consists of three routers in a ring, connected by links
with 5ms delay and 2Gbps bandwidth. Router 0 in this subnetwork acts as a BGP border
router and connects to other campus networks. Subnetwork 1 consists of 4 UDP servers.
Subnetwork 2 contains seven routers with links to the LAN networks as shown in the
diagram. Each of the LAN networks has one router and four different LAN’s consisting of
42 hosts. The first three LAN’s have 10 hosts each and the fourth LAN has 12 hosts. Each
of the hosts is configured to run as a UDP Client. Subnetwork 3 is similar to Subnetwork
2. Internal links and LAN’s have the same property as Subnetwork 2.

The traffic that is being exchanged in the model is generated by all the clients in
one domain choosing a server randomly from the Subnetwork 1 in the domain that is a
successor to the current one in the ring. We used different send-intervals of 0.1, 0.05
and 0.02 second to vary the traffic intensities, and used different numbers of nodes (AS
domains) to vary the size of the network. Each simulation was run for 400 seconds of the
simulated time.

All tests were run on up to 30 processors on Sun 10 Ultrasparc workstations, which
were interconnected by a 100Mbit Ethernet. In the simulations under distributed Genesis,
the number of processors used was equal to the number of campus networks.

Genesis distributively constructs and simulates BGP routers in AS domain simula-
tors. To measure scalability of this solution in terms of network size, we simulated BGP
networks of 10, 15, 20 and 30 AS domains, each run by a Sun 10 Ultrasparc worksta-
tion with 256Mb of memory. As shown in Figure 3.5, when the number of AS domains



30

2
2
3

@
2
3

M
IS
1]
8

@
8
3

O SSFNet
W Genesis

n n

10 15 20 30

Memory Usage (Mb)

N
S
3

"
1)
3

o

No. of AS Domains
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increases, unlike SSFNet, the memory usage of one Genesis AS simulator does not in-
crease. As a result, by utilizing more computers with smaller memories, we are able to
simulate much larger networks.
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Figure 3.6: Memory usage of SSFNet and Genesis for 20-AS BGP network simula-
tions with different send-rates

Memory usage of simulation is related not only to the static network size, but also
to the network dynamics. We increased the traffic intensity by reducing the traffic send-
interval from 0.1 to 0.05 and 0.02 second. As shown in Figure 3.6, although we did not
observe very big changes in memory usage in SSFNet on this campus network model,
Genesis showed even smaller increase in memory size with the same changes in traffic
(thanks to its smaller base memory size).

As we have shown in [35, 36], Genesis achieved execution speedups thanks to its
high granularity synchronization mechanism. In the described new version of Genesis,

despite the extra overheads introduced by distributing the network, good speedups where



achieved for 10, 15, 20 and 30 domain simulators with BGP routers. The Genesis domains
were defined by the AS boundaries. Figure 3.7 shows the speedups of simulations for
these networks.

10 15 20 30
No. of AS Domains

Figure 3.7: Speedup achieved for simulations of different BGP network sizes

Figure 3.8 shows that Genesis achieved higher speedups with higher traffic inten-
sities. This is because with higher traffic intensity, more events need to be simulated in
a fixed simulation time. Theoretical analysis tells us that sequential simulation time in-
cludes terms of order O(n * log(n)), due to sorting event queues. Genesis distributes the
simulation among domain simulators, which reduces the number of events needed to be
simulated by one simulator, so it can achieve higher speedups when the traffic increases
as well as when the network size increases.

To measure the accuracy of the simulation runs, we monitored the per flow end-
to-end packet delays and packet drop rates. We compared the results from distributed
Genesis with the results from sequential simulations under SSFNet, and calculated the
relative errors. Our results showed that for most of the flows, the relative errors of both
packet delay and drop rate were within the range from 2% to 10%, while a small number
of individual flows had higher relative errors up to 15% to 20%. Considering the fact
that in a simulation with large number of flows, the network condition was mainly de-
termined by the aggregated effects of sets of flows, we calculated the root-mean-square
of the relative errors on each set of flows which went through the same domain. These
root-mean-squares of relative errors were below 5%, which seems sufficiently close ap-
proximation of the sequential simulation for many applications.

Simulation results showed that by fully distributing the simulation in Genesis, we
gained the scalability of memory size. In addition, the parallel simulation in Genesis still
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Figure 3.8: Speedup achieved for 20-AS BGP network simulations with different
send-rates

achieved performance improvement in this distributed framework, compared to sequential

simulations.

3.6 Contributions

| started this project with background research in this area to understand the basics
of Network Simulation and how Genesis is different from the traditional simulators. |
next tried to understand the memory usage of the SSFNet simulator and how memory is
dependent on the traffic network topology. I ran many simulations with different topolo-
gies and traffic flows and generated graphs depicting the usage of memory with the traffic
description.

I also modified the SSFNet simulator to add the transient traffic functionality in
Genesis. For this | was responsible for re-engineering the SSFNet simulator and modi-
fying the data strucutures reponsible for the definition of a traffic node. This required a
thorough understandng of the flow of the simulator and how the functions interact.

I was also responsible for writing a program for the breaking up of the NMS sce-
nario topology in such a way that it can be used by Genesis. Thus, one DML topology of
the NMS scenario was broken into 20 DML files complete with the IP addresses and flow
descriptions and was then used with Genesis to run the simulation. This was then used to
show the improvements in memory between SSFNet and Genesis. | am currently working
with another student to make an automated program to generate these scripts such that if
the given input is a SSFNet DML then the output DML would be Genesis DML files.

My current work is focussed on developing a hierarchial routing protocol, which
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is a modified version of the AODV protocol and will be used in the NMS Demo. This
protocol is such that it breaks the networks into different hierarchy zones such that one

hierarchy can talk to only nodes within the same hierarchy.



CHAPTER 4
Discussions and Conclusions

In this thesis we have focussed on efficient techniques for Network Management and
Network Simulation. First, we studied the DOORS system and saw how a network man-
agement middleware like DOORS performs much better than traditional SNMP. We per-
formed the tests in both a laboratory as well as the SSFNet simulator to show the im-
provement in DOORS. Next, we discussed the network simulator - Genesis and how the
distributed version uses much less memory than traditional simulators. In this chapter we

discuss the future work and conclusions in both these areas.

4.1 DOORS: Conclusion and Future Work

Comparison of DOORS and SNMP leads to the following conclusions. In a single-
client scenario, we see a cost benefit of running DOORS for monitoring network data as
compared to traditional SNMP polling methods. In a multi-client scenario, DOORS out-
performs standard polling methods and this difference grows linearly as a function of the
number of clients polling for similar data. DOORS achieves this advantage thanks to the
consolidation of multiple client requests into a single aggregated request. DOORS uses
TCP connections which make the data transfer inherently reliable while SNMP polling
risks dropped requests by using UDP. The added functionality of TCP, comes at the cost
of extra bandwidth in the form of added transport layer headers. However DOORS design
counteracts this cost by removing the need for the request message used in conventional
network polling as well as preprocessing at the polling station. Using DOORS, the client
will get its data faster, but may have small deviations in the difference between polls,
whereas normal SNMP clients will get the data later than the doors clients, but at a more
firm inter-polling interval.

DOORS has been proven useful in cases in which normal SNMP polling is not
feasible, and the management application has no control over the networks in-route to
the managed networks. [8] DOORS can be extremely effective when encoded with func-

tionality beyond just the simple collection and return of data. When some or all of the
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algorithm from the client is placed into the agent, we can see large savings on bandwidth
and speed of calculation.

We have shown in two distinct scenarios that agent based network monitoring can
achieve great benefits at little costs. Distributing network management applications is a
necessity as managed networks continue to grow in size and complexity. Consequently,
the effectiveness of the network monitoring and its non-interfering with the network traffic
is becoming more and more paramount. We believe that a mobile agent approach is
the right solution for providing a middleware for administrators interested in proactive
network management with flexible functionality that can be assigned to agents.

It has been noted in the network security field that the growth of switched and
other highly segmented networks has posed a significant problem for current intrusion
detection methods which use sniffed data for detection [22]. To address this problem,
and facilitate advanced, efficient data collection for intrusion detection processes, we are
currently creating intrusion detection agents to perform detection functions for clients.

We are still encoding more of the client’s functionality into our agents. Therefore,
detection and collaboration can happen at the platform on which the agent is located,
potentially making communication back across the network to the client a rare neces-
sity. Some of this has already been implemented (see Section 2.3.4). As more of these
functionalities are given to the agent, we can use collaboration between agents to pro-
vide distributed detection based on decisions made by multiple agents using their own

collected data.

4.2 Geness: Conclusion and Future Work

In this thesis, we demonstrated that the described here new Genesis version can
work efficiently with fully distributed network memory. This design reduces and makes
scalable the memory size requirement for large-scale network simulations. As a result,
Genesis is able to simulate huge networks using limited computer resources. One direc-
tion of the future work in this ares is to apply Genesis to more real-world applications, to
construct more practical network models and to simulate and analyze them in Genesis.

With the new support of BGP simulation in Genesis, study of the performance and

stability of BGP can be another direction of future research. The memory size required
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by BGP network simulation increases very fast when the number of BGP routers and AS
domains increases. As a result, the simulation of large BGP networks was hindered by the
memory size limitation. Genesis offers a new approach to simulating BGP on distributed

memory that is scalable both in terms of simulation time and the required memory.
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